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CYBERSECURITY & TECHNOLOGY INFRASTRUCTURE

Software Engineer and Information Security Specialist
PROFESSIONAL PROFILE

Engineer experienced in external server administration, client support, technical implementation, SQL databases, and
information security. | combine software, infrastructure, an active home lab, and hands-on automotive mechatronics
experience. Available for remote employment and freelance projects.

TARGET ROLES

Security Analyst - Application Support - Junior/Mid Infrastructure - Technical Virtual Assistant - Remote Automotive
Consulting

PROFESSIONAL TRACKS

01/ DIGITAL 02 / AUTOMOTIVE

Software, security and Automotive mechatronics and
infrastructure diagnostics

Windows Server and Linux, application support, SQL, Fault diagnosis, preventive and corrective maintenance,
functional testing, documentation, incident management, pre-operational inspection, and fleet monitoring. Remote
DevSecOps, and ISO/IEC 27001 ISMS support. services: guided assistance, maintenance plans, and

inspection checklists.

EXPERIENCE
2024 - PRESENT

Network Security Analyst and Consultant - IDAE Soluciones

Responsible for external servers, Windows Server, SQL, client support, implementation, and incident documentation.

2023 - 2024

Mechanical Technician - Consorcio Santa Ana

Heavy machinery supervision and preventive/corrective maintenance management.

2022 - 2023

Productive Development Executive - Bancamia

Financial risk analysis, client acquisition, and portfolio management.

2018 - 2022

Automotive Operations - LAND FAST and others

Pre-operational inspection, fleet maintenance control, fault diagnosis, and automotive maintenance.
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CAPABILITIES AND SERVICES

Information security Infrastructure and support

ISMS, risks, SoA, Annex A, and ISO 27001 implementation/audit Windows Server, Linux, external servers, and operational
support. continuity.

Software and data Technical virtual assistance

Requirements, applications, testing, SQL, Python, Java, and Documentation, customer support, tracking, and operational
COBOL. organization.

Remote automotive consulting Automation and Al

Guided diagnostics, maintenance, inspections, and fleet support. Process optimization and repetitive technology tasks.

TECHNICAL EVIDENCE

External server operations Infrastructure home lab
Administration, updates, support, and implementation. Details Nobara, virtual machines, OpenMediaVault, Docker, and Windows
limited for confidentiality. Server 2025.

PERSONAL HOME LAB

Nobara server - Virtual machines - OpenMediaVault - Docker - Windows
Server 2025

A hands-on environment for learning, experimentation, and validating configurations outside production.

EDUCATION
Specialization in Information Security Software Engineering
UNIR - 2026 Politécnico Grancolombiano - 2024 - Active professional license
Automotive Mechatronics Maintenance Technology Administrative Assistance Technician
SENA - 2022 SENA - 2017

CERTIFICATIONS IN PROGRESS

CertiProf: ISO/IEC 27001 Lead Implementer, Internal Auditor, and External Auditor.
LANGUAGES

Native Spanish - English: technical reading

AVAILABILITY

Remote employment and freelance - Full-time, part-time, or hourly - USD 25-40/h depending on scope.

CONTACT / CONTACTO

ingenierossoftware31@gmail.com - +57 302 528 6029 - Bogota,
Colombia - UTC-5

LinkedIn: linkedin.com/infanmartinez94 - GitHub: github.com/ingesoft04 - Upwork: freelancers/~0199b81b4f763382ef
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